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ABSTRACT 
With the rise of digitalization, myriad new technologies are currently revolutionizing 
most, if not all, markets. One such technology that is receiving particular attention 
from businesses, private market participants, the financial sector, and governments 
alike is the blockchain. Despite its increasing popularity, most jurisdictions currently 
fail to adequately regulate it, meaning that businesses cannot exploit the full 
potential of blockchain technology and its various applications. This article explains 
how blockchains function and delineates their associated compliance risks. Here, 
particular attention will be paid to both decentralized cryptocurrencies and 
stablecoins. How decentralized cryptocurrencies could potentially be abused for 
money laundering, terrorism financing, and corruption purposes will be illustrated, 
and different legislation and international approaches to dealing with blockchain 
technology and cryptocurrencies will be highlighted. Lastly, the impact of 
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I. INTRODUCTION  
 
The blockchain is a phenomenon that attracts the attention of private actors, corporations, bankers, 
and governments alike. Naturally, it also attracts unwanted attention from certain criminals. Although 
its many unique offerings have the potential to revolutionize some, if not all, markets, the use of 
blockchain technology also raises a large number of compliance questions and concerns. Currently, 
most jurisdictions do not adequately regulate blockchain technology and its many areas of application, 
of which cryptocurrencies continue to be the most renowned. Regardless of the fact that the 
blockchain is a particularly relevant topic in the modern economic landscape, there is still much 
uncertainty associated with it.  
 
This article clarifies some of the uncertainty surrounding blockchain technology by explaining its 
function in detail by using the Bitcoin blockchain as an example. What makes the blockchain so popular 
and how users can benefit from its use will be illustrated. At the same time, certain compliance risks 
associated with the blockchain, such as how decentralized cryptocurrencies may be abused for money 
laundering, terrorism financing, and corruption purposes, will be demonstrated by exploring some of 
the methods criminals could potentially use. The aim is to give compliance officers and prosecutors 
greater insight into how such criminals operate. The potential risks associated with stablecoins will 
also be discussed, especially with regard to the much-anticipated launch of Facebook’s Libra. Lastly, 
legislation in different jurisdictions will be outlined and the possible implications thereof for different 
economic and private actors will be discussed.  
 
II. WHAT IS THE BLOCKCHAIN? 
 
The blockchain was created in 2008 to facilitate the launch of the first-ever digital currency: Bitcoin. 
The decentralized network1 connects a multitude of computers referred to as “nodes.” With regular, 
government-issued currencies (fiat), banks document all transactions on a central server in order to 
avoid double-spending. In contrast, Bitcoin is not governed by a central entity. Instead, blockchain 
technology facilitates so-called “peer-to-peer” transactions between individuals or businesses, 
meaning that they do not rely on the involvement of a trusted third party such as a financial 
intermediary.2 The blockchain was created by the developer of Bitcoin, who operates under the alias 
Satoshi Nakamoto, in order to solve the issue of double-spending. This technological breakthrough 
revolutionized the market, as previously it had not been possible to create a digital currency.3 Due to 
the lack of intermediaries, blockchain transactions are cheaper and faster than (international) bank 
transfers. They may be conducted without either restriction or incurring high transaction fees between 




1 Salvatore Iacangelo, Blockchain – Einordnung, Projekte und Chancen, JUSLETTER 1, 1 (June 4, 2018), at 1.  
2 Satoshi Nakamoto, Bitcoin: A Peer-to-Peer Electronic Cash System, https://bitcoin.org/bitcoin.pdf (last visited November 19, 2019).  
3 Blockgeeks, Was ist eine Kryptowährung?, https://blockgeeks.com/guides/de/was-ist-kryptowahrung/ (last visited November 19, 
2019). 
4 Satoshi Nakamoto, Bitcoin: A Peer-to-Peer Electronic Cash System, https://bitcoin.org/bitcoin.pdf (last visited November 19, 2019). 
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Every node in the blockchain has a complete copy of the blockchain, and the blockchain is updated 
automatically as soon as a new block is added. 5  In this manner, the entirety of the blockchain 
irreversibly documents all transactions, which is why it is also referred to as a distributed ledger.6 For 
this reason, the technology and its inherent characteristics engender trust. In contrast, users’ trust in 
fiat is usually inspired by governmental regulations and official institutions such as central banks. 
Blockchain technology is considered to be highly secure, at least from the user’s perspective, as it can 
hardly be manipulated.7 In addition, the documentation of all transactions ensures transparency. 
 
At the same time, however, most jurisdictions fail to regulate blockchain technology adequately. 
Although facilitating monetary transactions through cryptocurrencies is its most well-known 
application, blockchain technology offers the potential to be used in many other areas  by enabling 
legal transfers of all kinds of tokens.8 Tokens are entities of value on the blockchain that may represent 
claims or membership rights to finance companies, ownership rights to real assets, securities, and 
confidential documents such as birth certificates, among others. 9  Within the scope of digital 
currencies, tokens are referred to as (crypto) coins. Blockchain technology could further be used in 
international trading, investment, and more.  
 
III. FUNCTIONING OF THE BLOCKCHAIN 
 
At the outset, it must be stressed that there are multiple public and private blockchains, which may 
vary in their functioning. The following descriptions are based on the Bitcoin (public) blockchain, as it 
was the first one created. The blockchain is characterized by two inherent peculiarities: immutability 
and irrefutability. 10  The blockchain is a public database 11  consisting of individual blocks that are 
connected to one another chronologically. These blocks contain digital information about transactions. 
This information consists of the time, date, and amount transferred, as well as the addresses of peers 
and the so-called hash code, which functions as a unique identifier for the block. The user address is 
an array of numbers and letters to which other users may send tokens. Each user receives a private 
key and a public key. The private key is used to sign for transactions and access one’s tokens; from the 
 
  
5 Luke Fortney, Blockchain Explained, https://www.investopedia.com/terms/b/blockchain.asp (last visited November 19, 2019).  
6 Jeanne L. Schroeder, Bitcoin and the Uniform Commercial Code, 458 CARDOZO LEGAL STUDIES RESEARCH PAPER 6 (August 22, 2015), 
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2649441 (last visited November 27, 2019).  
7 Luke Fortney, Blockchain Explained, https://www.investopedia.com/terms/b/blockchain.asp (last visited November 19, 2019). 
8 Government of Liechtenstein, Report and Application of the Government to the Parliament of the Principality of Liechtenstein 
Concerning the Creation of a Law on Tokens and TT Service Providers (Tokens and TT Service Provider Act; TVTG) and the Amendment 
of Other Laws, No. 54/2019, at 5.  
9 Government of Liechtenstein, Report and Application of the Government to the Parliament of the Principality of Liechtenstein 
Concerning the Creation of a Law on Tokens and TT Service Providers (Tokens and TT Service Provider Act; TVTG) and the Amendment 
of Other Laws, No. 54/2019, at 14.  
10 Rainer Böhme & Paulina Pesch, Technische Grundlagen und datenschutzrechtliche Fragen der Blockchain-Technologie, 8 DUD 473 
(2017). 
11  Joachim Galileo Fasching, Anwendungsbereiche und ausgewählte Rechtsfragen der Blockchain-Technologie [Master’s thesis] 
http://www.it-law.at/publikation/anwendungsbereiche-und-ausgewaehlte-rechtsfragen-der-blockchain-technologie/, at 3 (last 
visited November 19, 2019). 
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public key, the address is generated.12 If the private key is lost or stolen, there is no way for the user 
to regain access to their tokens. There is also no central entity able to disable the key. Consequently, 
users must handle their keys with extreme caution. Millions of Bitcoins have already been lost because 
users have mixed up the numbers or letters when sending tokens to a Bitcoin address.13 
 
The chronological addition of new blocks to the blockchain follows the “blockchain protocol.” 14 
Consensus protocols such as the blockchain protocol “ensure a common, unambiguous ordering of 
transactions and blocks”15 while ensuring integrity and consistency across geographically distributed 
nodes. Before being added to the chain, every block is “hashed.” The hash is a unique code that 
demarcates individual blocks. Every block receives both its own hash and the hash of the previously 
added block.16 When hackers try to manipulate one specific transaction, the hash code of the block 
changes. However, the following block will continue to have the old hash. Thus, manipulations will be 
obvious. If the hackers decide to alter the following block so that the hashes match again, this block’s 
hash will be altered, as well. Consequently, a chain reaction is triggered. Only when every following 
block is manipulated could hackers actually alter a transaction without being detected. However, this 
process would require immense and extremely costly computing power. In addition, they would need 
to solve the consensus model problem.17 Thus, hacking the blockchain seems a rather unprofitable 
endeavor. 
 
Once a transaction on the blockchain has been initiated, the tokens are collected in a common pool. 
The transaction must then be validated by a so-called “full weight node.” Upon verification, the 
transaction is documented in a block and can no longer be altered.18 All documented transactions can 
be viewed by everyone.19 The verification of transactions and the addition of blocks to the blockchain 
are called “mining.” So-called “lightweight nodes” ensure that this process is conducted correctly. 
Thus, they safeguard the integrity of the network.20 New blocks are generated approximately every 10 
minutes.21 Mining is highly profitable because miners receive coins in exchange for their work. In order 
to prevent abuse, they must solve complex mathematical problems before they are approved to mine. 
These problems are called “consensus models,” or in the case of Bitcoin, “proof of work.” Answering 
 
  
12 Martin Hess & Stephanie Lienhard, Übertragung von Vermögenswerten auf der Blockchain, JUSLETTER 3, 1 (December 4, 2017). 
13  Jeff John Roberts & Nicolas Rapp, Exclusive: Nearly 4 Million Bitcoins Lost Forever, New Study Says, 
https://fortune.com/2017/11/25/lost-bitcoins/ (last visited November 19, 2019).  
14 Kariappa Bheemaiah, Block Chain 2.0: The Renaissance of Money, https://www.wired.com/insights/2015/01/block-chain-2-0/ (last 
visited November 19, 2019). 
15 Emmanuelle Ganne, Can Blockchain Revolutionize International Trade? 121 (2018). 
16 Michael Crosby et al., BlockChain Technology – Beyond Bitcoin, Sutardja Center for Entrepreneurship & Technology Technical 
Report 5 (2015), http://scet.berkeley.edu/wp-content/uploads/BlockchainPaper.pdf (last visited November 19, 2019).  
17 Luke Fortney, Blockchain Explained, https://www.investopedia.com/terms/b/blockchain.asp (last visited November 19, 2019). 
18 Martin Hess & Patrick Spielmann, Cryptocurrencies, Blockchain, Handelsplätze & Co. – Digitalisierte Werte und Schweizer Recht, in 
Kapitalmarkt – Recht Und Transaktionen XII, 145 (Thomas U. Reutter & Thomas Werlen, eds., 2017). 
19 Satoshi Nakamoto, Bitcoin: A Peer-to-Peer Electronic Cash System, https://bitcoin.org/bitcoin.pdf (last visited November 19, 2019).  
20 Kai Schiller, Blockchain Node – Lightweight und Full Nodes, https://blockchainwelt.de/blockchain-node-lightweight-nodes-und-
full-nodes-bitcoin-ethereum/ (last visited November 19, 2019).  
21 Jake Frankenfield, 51% Attack, https://www.investopedia.com/terms/1/51-attack.asp (last visited November 19, 2019).  
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such problems requires expensive computer software. In addition, the probability of solving a proof-
of-work problem is one in 5.8 trillion. The intention is to make hacking unprofitable.22  
 
Evidently, mining is a full-time occupation that is difficult and requires significant expertise. However, 
established miners can generate high revenue and profit. Therefore, mining has become an industry 
that is dominated by multiple large firms. For instance, the Beijing “mining giant”23 Canaan Creative 
has seen net profits of over US$17 million “on total revenues which approached US$400 million”24 in 
2018. In the crypto mining industry, the Peking mining cooperative Bitmain holds an approximately 
80% share and generated over US$2.5 billion in revenue in 2017.25 These numbers demonstrate why 
miners would enter the industry, even if doing so is difficult. 
 
A. Compliance Risk: 51% Attack  
 
The 51% attack refers to a hypothetical situation in which it would be possible to hack the (Bitcoin) 
blockchain. As previously outlined, hacking the blockchain would be difficult to achieve. In order to be 
able to effectively attack the blockchain, a group of miners would need to be able to control at least 
51% of the network’s computing power or mining hash rate.26 In such an instance, the hackers could 
disrupt payments between some or all of the blockchain’s users. In addition, they would be able to 
reverse transactions and double-spend coins.27 Furthermore, they could interfere with the process of 
completing new blocks. In this way, the (profitable) mining of blocks could be monopolized. However, 
it is unlikely that a 51% attack would destroy the blockchain-based currency in question entirely, as 
the hackers would probably not be able to create new coins or alter old blocks that were created 
before the attack.28  
 
In July 2014, the mining pool ghash.io exceeded 50% of Bitcoin’s computing power; however, it 
voluntarily reduced its share to less than 40% to ensure that Bitcoin maintains its integrity. Two 
Ethereum-based blockchains, Krypton and Shift, were subject to 51% attacks in August 2016, and 
Bitcoin Gold suffered a 51% attack in May 2018. The hackers double-spent for days, which allowed 
them to steal over US$18 million in Bitcoin Gold. Another distributed ledger, Tangle, which is, however, 




22 Luke Fortney, Blockchain Explained, https://www.investopedia.com/terms/b/blockchain.asp (last visited November 19, 2019).  
23  William Suberg, Bitcoin Miner Canaan Creative’s 2019 Revenue Nears $100M Ahead of IPO,  
https://cointelegraph.com/news/bitcoin-miner-canaan-creatives-2019-revenue-nears-100m-ahead-of-ipo (last visited November 
28, 2019). 
24  William Suberg, Bitcoin Miner Canaan Creative’s 2019 Revenue Nears $100M Ahead of IPO,  
https://cointelegraph.com/news/bitcoin-miner-canaan-creatives-2019-revenue-nears-100m-ahead-of-ipo (last visited November 
28, 2019). 
25  Rakesh Sharma, Bitcoin’s Biggest Mining Pool Operator Did More Than $2.5 Billion In Revenue Last Year,  
https://www.investopedia.com/news/bitcoins-biggest-mining-pool-operator-did-more-25-billion-revenue-last-year/ (last visited 
November 28, 2019). 
26 Jake Frankenfield, 51% Attack, https://www.investopedia.com/terms/1/51-attack.asp (last visited November 19, 2019).  
27 Jake Frankenfield, 51% Attack, https://www.investopedia.com/terms/1/51-attack.asp (last visited November 19, 2019). 
28 Jake Frankenfield, 51% Attack, https://www.investopedia.com/terms/1/51-attack.asp (last visited November 19, 2019).  
29 Jake Frankenfield, 51% Attack, https://www.investopedia.com/terms/1/51-attack.asp (last visited November 19, 2019). 
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One aspect of the blockchain that could increase its security is its transparency. As previously outlined, 
the high transparency of the blockchain is one of its most redeeming qualities. After all, blockchain 
technology could make multiple processes more efficient and economical, such as international trade 
(which is currently highly paper intensive and rather inefficient) and the accurate documentation of 
individual stops in a supply chain. Presently, these processes are comparatively opaque and 
expensive.30 
 
IV. APPLICATIONS OF BLOCKCHAIN TECHNOLOGY: CRYPTOCURRENCIES  
 
A. Decentralized Cryptocurrencies  
 
Cryptocurrencies are virtual or digital money in the form of tokens or coins. The term “crypto” refers 
to the manner in which new tokens are generated, stored, and traded since these mechanisms are 
based on cryptography. 31  The field of cryptocurrencies is constantly expanding. However, Bitcoin 
continues to be the most well-known and influential cryptocurrency in terms of its user base, 
popularity, and market capitalization.32  
 
Besides Bitcoin, other virtual currencies, such as Ethereum and Ripple, are becoming more popular, 
although they are used predominantly for enterprise solutions.33 Most cryptocurrencies are designed 
to be “free from government manipulation and control.”34 Cryptocurrencies that are modeled after 
Bitcoin with the intent to improve upon it are called “altcoins.”35 While some altcoins might be easier 
to mine than Bitcoin, they require certain tradeoffs, such as lower liquidity (which increases risks) and 





30 SAP, Blockchain – International Trade, https://www.youtube.com/watch?v=-N_jAJyh8_E (last visited November 19, 2019). 
31  Prableen Bajpai, The 10 Most Important Cryptocurrencies Other Than Bitcoin, https://www.investopedia.com/tech/most-
important-cryptocurrencies-other-than-bitcoin (last visited November 19, 2019). 
32  Prableen Bajpai, The 10 Most Important Cryptocurrencies Other Than Bitcoin, https://www.investopedia.com/tech/most-
important-cryptocurrencies-other-than-bitcoin (last visited November 19, 2019). 
33  Prableen Bajpai, The 10 Most Important Cryptocurrencies Other Than Bitcoin, https://www.investopedia.com/tech/most-
important-cryptocurrencies-other-than-bitcoin (last visited November 19, 2019). 
34  Prableen Bajpai, The 10 Most Important Cryptocurrencies Other Than Bitcoin, https://www.investopedia.com/tech/most-
important-cryptocurrencies-other-than-bitcoin (last visited November 19, 2019). 
35  Prableen Bajpai, The 10 Most Important Cryptocurrencies Other Than Bitcoin, https://www.investopedia.com/tech/most-
important-cryptocurrencies-other-than-bitcoin (last visited November 19, 2019). 
36  Prableen Bajpai, The 10 Most Important Cryptocurrencies Other Than Bitcoin, https://www.investopedia.com/tech/most-
important-cryptocurrencies-other-than-bitcoin (last visited November 19, 2019). 
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1. Compliance Risks  
 
a) Transparency  
 
With regard to cryptocurrencies, the previously illustrated opportunities to ensure transparency 
usually do not apply. With Bitcoin, for instance, transactions are pseudonymous, not fully anonymous; 
however, they are not fully transparent, either. Users receive an address to which the coins are sent. 
Transactions made using this address can be seen by everyone due to the inevitable documentation 
that follows.37 However, addresses usually cannot be traced back to their beneficial owners. This lack 
of know-your-customer (KYC) and the anti-money laundering (AML) regulations represent a serious 
compliance concern. Bitcoin partially solves this concern through its proof-of-work system that is 
supposed to increase user security. However, with regard to money laundering, terrorism financing, 
and corruption, this relative lack of transparency in crypto transactions offers opportunities for 
criminal activity to flourish. 
 
b) Money Laundering  
 
Compliance experts argue that due to strict AML and KYC guidelines in the financial sector, money 
launderers are increasingly relocating to less regulated sectors, such as jewelry and real estate.38 In 
addition, law enforcement agencies and compliance officers around the world continue to voice their 
concerns about the ineffectiveness of AML efforts.39 Currently, most jurisdictions do not sufficiently 
regulate blockchain technology,40 which is why cryptocurrencies in particular are highly suitable for 
money laundering. As indicated above, they lack transparency and ensure high levels of anonymity.  
 
The money laundering process consists of three steps: placement, layering, and integration. 41 
Cryptocurrencies are suitable for the first two steps. During placement, the value carrier of the 
incriminated funds is changed, so they cannot immediately be traced back to the crime from which 
they originate. During the layering stage, anonymity and plausibility are created. Meanwhile, the origin 
of the incriminated funds is disguised. 
 
In order to place their incriminated funds, money launderers may use part of them to purchase crypto 
coins. Cryptocurrencies can be purchased at crypto exchanges, broker exchanges, or automated teller  
machines (ATMs). Criminals without much expertise might prefer to employ crypto exchanges, as they 




37 Jean-Daniel Schmid & Alexander Schmid, Bitcoin – Eine Einführung in die Funktionsweise sowie eine Auslegeordnung und erste 
Analyse möglicher Rechtlicher Fragestellungen, JUSLETTER 12, 1 (June 4, 2012), at 12. 
38 FABIAN TEICHMANN, UMGEHUNGSMÖGLICHKEITEN DER GELDWÄSCHEREIPRÄVENTIONSMASSNAHMEN 25 (2016).  
39 Bruno S. Sergi & Fabian Teichmann, Compliance in Multinational Corporations – Business Risks in Bribery, Money Laundering, 
Terrorism Financing and Sanctions 31 (2018).  
40 The blockchain is only regulated in a handful of countries. See: Darya Yafimava, Blockchain and the Law: Regulations Around the 
World, https://openledger.info/insights/blockchain-law-regulations/ (last visited November 19, 2019).  
41 Bruno S. Sergi & Fabian Teichmann, Compliance in Multinational Corporations – Business Risks in Bribery, Money Laundering, 
Terrorism Financing and Sanctions 33 (2018).  
42  BitDegree, Full Information on Where and How to Buy Cryptocurrency, https://www.bitdegree.org/tutorials/how-to-buy-
cryptocurrency/ (last visited November 20, 2019). 
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Broker exchanges, on the other hand, frequently charge high fees—especially for credit card 
payments. In addition, they sometimes enforce AML and KYC measures, including cooperating with 
local authorities. The third option, crypto ATMs, offers comparatively high levels of anonymity. These 
ATMs are becoming increasingly common worldwide.43  
 
Consequently, from a money launderer’s perspective, a crypto ATM would be the safest way to 
purchase crypto coins, especially since not all crypto ATMs require identification. Sometimes only a 
phone number is required. The launderer could use a disposable phone to receive the verification code 
from the ATM. The launderer would then enter the code into the ATM and deposit the cash; the case 
is then converted into cryptocurrency and sent to the launderer’s wallet. If the launderer does not 
already have a wallet, the ATM will even create a new one for them.44 The receipt issued by the 
machine can simply be disposed of, and with it, the transaction’s paper trail ends. This method requires 
little effort and guarantees high anonymity—ATM locations can easily be found online (e.g., 
Coinatmradar.com). 
 
Peer-to-peer exchanges are another option for launderers. Usually, users can register with them for 
free and providing identification is not mandatory. Peer reviews enhance security and there are 
frequently options to pay in cash. However, it might be difficult to find trustworthy sellers, and these 
exchanges are often difficult to use.45 Alternatively, money launderers could attempt to find miners 
who would send them coins from different addresses in exchange for cash via the darknet. 
 
To layer their funds, launderers may transfer crypto coins to different addresses that they own. At the 
same time, a variety of different crypto exchanges could be used. Thus, the cryptocurrency may be 
exchanged several times. Alternatively, they could use a software program called “Mixer,” which 
divides their crypto assets and sends them to multiple addresses on the darknet, thereby preventing 
the individual transactions from being connected to one another. Thereafter, the funds are pooled 
again. 
 
Finally, the crypto assets may either be exchanged back into fiat or kept as an investment. If the money 
launderer does not immediately need the funds, they could hold them as capital assets. For storage, a 
hardware (i.e., physical) wallet seems to be the safest option, as it leaves no digital trail and can be 
stored in a safe location. However, the money launderer must not lose the wallet or their assets would 
be lost as well. A physical wallet can be bought in a store with cash to prevent creating a paper trail. 
To further lower the risk of being identified, the money launderer could have a straw man purchase 
the wallet in cash on their behalf.  
 
c) Terrorism Financing  
 
Terrorist financiers may also use the methods outlined above to purchase cryptocurrency. Thereafter, 
the funds are simply transferred to the crypto address of a terrorist organization. To increase their 
anonymity, the person sending the funds could install a virtual private network (VPN) to make it seem 
 
  
43 Coin ATM Radar, Bitcoin ATM Map, https://coinatmradar.com/ (last visited November 15, 2019). 
44  BitDegree, Full Information on Where and How to Buy Cryptocurrency, https://www.bitdegree.org/tutorials/how-to-buy-
cryptocurrency/ (last visited November 20, 2019).  
45  BitDegree, Full Information on Where and How to Buy Cryptocurrency, https://www.bitdegree.org/tutorials/how-to-buy-
cryptocurrency/ (last visited November 20, 2019). 
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as though they are located in a different place to where they actually are. In the event of an 
investigation, they could claim to use the VPN for data protection purposes or to access programming 
that is not included on the domestic version of a given streaming service. Compared to using traditional 
financial institutions, sending cryptocurrency is a much safer option for terrorist financiers due to the 




Many multinational corporations reward employees based on their performance and incentivize high 
sales numbers. Consequently, employees might feel pressured to reach the targets set for them by 
their employers, even if they have to resort to illegal means such as bribery to do so.46 At the same 
time, some business partners in countries with weak compliance regulations might even expect to be 
paid bribes.47 When dealing with corrupt foreign officials, employees might feel as if they have no 
other option than to pay a bribe to secure a contract and receive a performance bonus. This type of 
corruption is referred to as Business to Government corruption and considered petty corruption, 
which refers to “everyday abuse of entrusted power by public officials […]”.48  
 
Employees who decide to bribe a corrupt foreign official, for example, could use cryptocurrencies for 
this purpose. Cryptocurrencies offer the advantage of making it difficult for the authorities to identify 
the beneficial owners behind the addresses. Therefore, the employee could utilize one of the 
previously outlined methods to purchase cryptocurrency and then transfer it to the corrupt official. 
Here, they may also employ anonymizing technology such as VPNs or even the darknet.  
 
In the event that an employee refuses to pay a bribe to these business partners in order to comply 
with their company’s guidelines, the other parties might instead choose to deal with competitors who 
are willing to pay bribes. As a result, the employee would be unable to meet their sales benchmarks 
and additionally lose out on their performance bonus. Therefore, it can be expected that many 
employees would be willing to take the risk. After all, the worst possible outcome for them would be 
that they lose their job. For the company, on the other hand, a corruption scandal could have 
disastrous consequences, including prison time for executive directors and unlimited fines. 49  The 





Stablecoins represent a less volatile (in terms of value) digital currency than most decentralized 
cryptocurrencies (e.g., Bitcoin). The value of Bitcoin peaked in December 2017 at US$19,891.00 per 
Bitcoin. As of October 26, 2020, the Bitcoin price sits at roughly US$13,000 at a market cap of 
US$242.23 billion and a supply of 18.53 million coins.50 The total number of Bitcoins created was set 
 
  
46 FABIAN TEICHMANN, ANTI-BRIBERY COMPLIANCE INCENTIVES 8 (2017). 
47 Peter Rodriguez et al., Government Corruption and the Entry Strategies of Multinationals, 30 AMR, 383 (2005).  
48  Transparency International, Petty corruption, https://www.transparency.org/en/corruptionary/petty-corruption# (last visited 
Oktober 26, 2020).  
49  ERM Initiative Faculty & Meredith Freeman, Riskiness of Incentive Compensation Plans, 
https://erm.ncsu.edu/library/article/riskiness-of-incentive-compensation-plans (last visited October 26, 2019). 
50 Coindesk, Bitcoin (07/18/2010 to 10/26/2020), https://www.coindesk.com/price/bitcoin (last visited November 19, 2019).  
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by Satoshi Nakamoto at 21 million coins. 51  The supply increases steadily in accordance with a 
predetermined schedule. This schedule remains unaffected by fluctuations in demand.52 
 
Many private market participants and businesses are appalled by the immense fluctuations in value 
associated with decentralized cryptocurrencies. Stablecoins, on the other hand, were designed to 
maintain a stable value.53 Stablecoins can be assigned to one of three categories: traditional collateral 
(asset backed, fiat backed, or both asset and fiat backed), crypto collateral (crypto asset backed or 
crypto asset and fiat backed), and algorithmic (backed by seigniorage [= the difference between the 
production cost and face value of money],54 shares, fees, or a combination of the two). Traditional 
collateral stablecoins make up 31% of all stablecoins and are usually backed by one or multiple fiat 
currencies and/or gold. The most common type of stablecoin is crypto collateral. These currencies 
make up 52% of all stablecoins. Algorithmic stablecoins are the rarest kind, making up only 17% of all 
stablecoins. Currently, the most influential stablecoin is Tether, which was launched in 2014 and has a 
market value of US$2 billion.55 
 
According to industry experts, the extremely highly sought-after applications of blockchain technology 
in the areas of payments, lending, and insurance require more stable digital currencies than Ethereum 
and Bitcoin.56 As a result, user demand for stablecoins could increase in the near future, as they 
promise less volatile values. Garrick Hileman, who is head of research at the company Blockchain, 
argues that non-volatile cryptocurrencies could establish an “infrastructural layer” that would increase 
the number of cryptocurrency users on a global scale.57 Currently, most stablecoin projects are based 
in and registered in Europe and the United States. This is relevant in terms of regulation.  
 
Stablecoins are frequently used for trade with other cryptocurrencies. The more decentralized a 
stablecoin is, the less confident users usually are in its price stability.58 Proponents of stablecoins argue 
that they offer individuals who do not have access to the banking sector or a stable national currency 
the opportunity to conduct monetary transfers. 59  In conjunction with their allegedly less volatile 
 
  
51 Ronald-Peter Stoeferle & Mark J. Valek, Gold and the Turning of the Monetary Tides, IN GOLD WE TRUST REPORT 243 (May 29, 2018), 
https://ingoldwetrust.report/reports-archive/in-gold-we-trust-2018/ (last visited October 26, 2020).  
52  Ronald-Peter Stoeferle & Mark J. Valek, Gold in the Age of Eroding Trust, IN GOLD WE TRUST REPORT 177 (May 28, 2019), 
https://ingoldwetrust.report/wp-content/uploads/2019/05/In-Gold-We-Trust-2019-Extended-Version-english.pdf. (last visited 
October 26, 2020). 
53  Mike Orcutt, Stablecoins Will Help Cryptocurrencies Achieve World Domination – If They Actually Work, 
https://www.technologyreview.com/s/612207/stablecoins-will-help-cryptocurrencies-achieve-world-domination-if-they-actually-
work/ (last visited November 19, 2019). 
54 Christina Majaski, Seignorage, https://www.investopedia.com/terms/s/seigniorage.asp (last visited November 19, 2019).  
55 Blockchain, 2019 State of Stablecoins, https://www.blockchain.com/research, at 7 (last visited November 19, 2019). 
56 Blockchain Team, Shining Light on the State of Stablecoins, https://blog.blockchain.com/2018/09/26/the-state-of-stablecoins/ 
(last visited November 19, 2019).  
57 Blockchain Team, Shining Light on the State of Stablecoins, https://blog.blockchain.com/2018/09/26/the-state-of-stablecoins/ 
(last visited November 19, 2019).  
58 Blockchain, 2019 State of Stablecoins, https://www.blockchain.com/research, at 20, 27 (last visited November 19, 2019). 
59  Mike Orcutt, Stablecoins Will Help Cryptocurrencies Achieve World Domination – If They Actually Work, 
https://www.technologyreview.com/s/612207/stablecoins-will-help-cryptocurrencies-achieve-world-domination-if-they-actually-
work/ (last visited November 19, 2019). 
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values, this aspect of stablecoins makes them attractive to users. At the same time, many types of 
stablecoins could be too difficult for inexperienced users to deal with. In addition, the lack of regulatory 
standards creates space for the myriad well-known compliance risks associated with cryptocurrencies 
to take hold. Ultimately, stablecoins give rise to many complicated legal questions.60 
 
1. Compliance Risk: Libra  
 
Due to the extensive discussions pertaining to Facebook’s announced stablecoin, Libra, the compliance 
risks of stablecoins will be discussed here with a particular focus on Libra. Libra’s internationally 
awaited launch had been scheduled for 202061, but due to a G7 draft, according to which stablecoins 
must not launch before they have been regulated as well as extensive criticism from central banks and 
government, the launch will likely be postponed until December 2022.62  
 
Libra is governed by the Geneva-based Libra Association, which counts renowned corporations such 
as Coinbase, Uber, and Spotify as well as nonprofit organizations among its members.63 The Libra 
Association defines its mission as follows: “The Libra Association’s mission is to enable a global 
payment system and financial infrastructure that empowers billions of people”, by fostering financial 
inclusion, reducing costs, and enabling new functionality.64 According to its White Paper, the Libra 
Association aims to give people who do not have access to the financial system the opportunity to 
access financial services and favorable capital. To use Libra, users will simply require a phone and 
access to the internet. The Libra Association also argues that global, open, direct, and favorable 
monetary transactions will lead to an increase in global trade.65  
 
Contrary to cryptocurrencies like Bitcoin, Libra was originally designed to be centralized while being 
powered by blockchain technology. The main difference would have been that all Libra nodes would 
have been under the control of the Libra Association instead of individual users. It had been argued 
that due to the fact that blockchain technology is more restricted with Libra, it is more of a digital 
currency than a cryptocurrency.66 However, the Libra Association had claimed that ‘“Libra is indeed a 
cryptocurrency, though, and by virtue of that, it inherits several attractive properties of these new 
 
  
60  Mike Orcutt, Stablecoins Will Help Cryptocurrencies Achieve World Domination – If They Actually Work, 
https://www.technologyreview.com/s/612207/stablecoins-will-help-cryptocurrencies-achieve-world-domination-if-they-actually-
work/ (last visited November 19, 2019). 
61  The Economist, What is Libra?, https://www.economist.com/the-economist-explains/2019/07/12/what-is-libra (last visited 
November 19, 2019).  
62  G7 Working Group on Stablecoins, Investigating the impact of global stablecoins (October 2019), 
https://www.bis.org/cpmi/publ/d187.pdf (last visited October 26, 2020); Ledgerinsights.com, No Facebook Libra stablecoin launch 
before central banks explore digital currencies (CBDC) (October 2020), https://www.ledgerinsights.com/no-facebook-libra-
stablecoin-launch-before-central-banks-explore-digital-currencies-cbdc/ (last visited October 26, 2020).  
63 Libra.org, Die Libra Association, https://libra.org/de-DE/association/ (last visited November 19, 2019). 
64  Libra.org, Libra White Paper, https://libra.org/en-US/white-paper/?noredirect=1#the-libra-currency-and-reserve (last visited 
November 20, 2019). 
65  Libra.org, Libra White Paper, https://libra.org/de-DE/white-paper/#the-libra-currency-and-reserve (last visited November 20, 
2019).  
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digital currencies (…)”.67 These properties include quick transfers, the security of cryptography, and 
the ability to move funds across borders. 
 
With regard to the trustworthiness of Facebook, a few questions about Libra’s security arose. When 
Libra was first announced in 2019, Executive Director of the European Central Bank, Yves Mersch, 
argued that Libra is considered “cartel-like” and would be regulated accordingly. 68  He and other 
international authorities were critical of Facebook for having violated data protection legislation 
multiple times in the past, both in the United States and Europe. Mersch also claimed that only an 
independent central bank can provide the necessary support to demonstrate Libra’s reliability and 
trustworthiness to the public.69  
 
The European Central Bank was critical of Libra because although it had been designed to be 
centralized, it was going to be controlled by a conglomerate of private corporations that are held 
accountable by their shareholders, while the members of the Libra Association are only partially liable. 
Since there would have been no final creditor, the consequences of a potential liquidity crisis were 
unknown. Furthermore, the use of Libra raised legal questions concerning potential registration duties. 
Especially within the European Union, the policing of Libra could have proven to be difficult because 
the fundamental corporation is not based in the EU. The Libra Association cites Switzerland’s openness 
toward financial innovation, its solid financial regulatory framework and its historic role as a platform 
for international organizations as reasons for its decision to be based there.70 Due to the anticipated 
international use of the currency, transnational controls will be necessary. With regard to monetary 
policy, critics argued that Libra could influence the liquidity positions of banks and decrease the 
international significance of influential fiat currencies such as the euro.71  
 
With regard to tech companies’ collection of data, online privacy is becoming an increasing concern 
for consumers—particularly as it applies to Facebook. Therefore, many lawmakers have raised 
questions pertaining to the potential exploitation of user data with regard to Calibra, which is Libra’s 
digital wallet.72 U.S. Secretary of the Treasury, Steven Mnuchin, had stated that Libra might represent 
a national security risk, specifically with regard to money laundering.73 Especially because the Libra 
 
  
67 Libra.org, Libra White Paper,  https://libra.org/de-DE/white-paper/#the-libra-currency-and-reserve (last visited November 20, 
2019). 
68 Steve Kaaru, European Central Bank Exec Slams Libra as ‘Cartel-Like,’ https://coingeek.com/european-central-bank-exec-slams-
libra-as-cartel-like/ (last visited November 19, 2019). 
69 Steve Kaaru, European Central Bank Exec Slams Libra as ‘Cartel-Like,’ https://coingeek.com/european-central-bank-exec-slams-
libra-as-cartel-like/ (last visited November 19, 2019). 
70 Libra.org, Libra White Paper (April 2020), https://libra.org/en-US/white-paper/?noredirect=1#cover-letter (last visited October 26, 
2020).  
71 European Central Bank, Money and Private Currencies: Reflections on Libra – Speech by Yves Mersch, Member of the Executive 
Board of the ECB, at the ECB Legal Conference, Frankfurt am Main (September 2, 2019). 
72 Michael J. Casey, Libra’s Biggest Problem, https://www.coindesk.com/libras-biggest-problem (last visited November 20, 2019). 
72  Ryan Browne, Facebook’s Libra Coin a Catalyst for Reform, Swedish Central Bank Chief Says, 
https://www.cnbc.com/2019/10/15/facebook-libra-cryptocurrency-a-catalyst-for-reform-swedens-riksbank.html (last visited 
November 20, 2019). 
73  Bitcoin News Schweiz, US-Finanzminister Steven Mnuchin: Facebooks Libra könnte für Geldwäscherei missbraucht werden, 
https://www.bitcoinnews.ch/16282/us-finanzminister-steven-mnuchin-facebooks-libra-koennte-fuer-geldwaescherei-missbraucht-
werden/ (last visited November 20, 2019). 
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Association has since vowed to make Libra compliant with AML and CFT standards and ensure that it 
is not used to circumvent sanctions, how Facebook will be able to ensure that its data protection 
policies, standards, and controls are enforced in all jurisdictions can be questioned.  
 
Due to the extensive criticism, partly outlined above, the Libra Association has departed from its initial 
approach and published a new, revised White Paper in April 2020 to replace its original White Paper 
that had been published in June 2019. On one hand, the Libra Association will use distributed 
governance through Association Members and distributed technology to create an open system. 
Moreover, four key changes were introduced: Firstly, the Libra Association will offer single-currency 
stablecoins in addition to its originally planned multi-currency coin (Libra), meaning that the Libra 
network will allow its users to directly access stablecoins in their local currency, such as LibraUSD, 
LibraEUR, LibraGBP, etc. Secondly, a robust compliance network will be established, to ensure 
compliance with applicable laws and regulations while supporting financial inclusion and openness. 
This framework will include AML, CFT, sanctions compliance and prevention of illicit activities 
measures. Thirdly, the Association will forgo its initial plan to transition Libra to a permissionless 
system to ensure that unknown participants cannot take control of the system. In a permissionless 
system, no permission is required to become part of the network, transact, and validate transactions. 
Popular permissionless blockchains include bitcoin, ethereum, litecoin, monero, and dash. Peers in a 
permissioned blockchain need prior approval from a central authority. Lastly, the Association will build 
strong protections into the design of the Libra Reserve, including the maintenance of a capital buffer 




Countries that currently have blockchain regulations in place are the United States, Belarus, Malta, and 
Gibraltar. 75 Cryptocurrencies, on the other hand, are more frequently policed by governments. A 
distinction between direct and indirect regulation can be made. Whereas direct regulation consists of 
governmental laws governing blockchain-related technology, indirect regulation encompasses the 
rules that blockchain and tech companies have to follow.76 Bitcoin, the most well-known application 
of blockchain technology, has been banned in 10 countries as of 2020. Ten countries have placed 
restrictions on Bitcoin and do not allow trading or payments to be made using Bitcoin. However, the 
countries that ban or restrict Bitcoin do not usually see a decrease in its usage or trade because 
decentralized cryptocurrencies can hardly be banned in one jurisdiction when they are legal in 
another.77 Bitcoin is legal in 16 countries as of January 2020.  
 
In myriad other jurisdictions, cryptocurrency is neither legal nor illegal. Among these “undecided 
countries” are Colombia, the Maldives, Jamaica, Kazakhstan, Argentina, and the United Arab Emirates. 
 
  
74 Libra.org, Libra White Paper (April 2020), https://libra.org/en-US/white-paper/?noredirect=1#cover-letter (last visited October 26, 
2020).  
75  Darya Yafimava, Blockchain and the Law: Regulations Around the World, https://openledger.info/insights/blockchain-law-
regulations/ (last visited November 20, 2019).  
76  Darya Yafimava, Blockchain and the Law: Regulations Around the World, https://openledger.info/insights/blockchain-law-
regulations/ (last visited November 20, 2019).  
77 Cryptonews, Countries Where Bitcoin is Banned or Legal in 2020 (January 2020), https://cryptonews.com/guides/countries-in-
which-bitcoin-is-banned-or-legal.htm (last visited November 20, 2019).  
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These countries represent a particular threat to compliance efforts as there is no adequate legal 
framework in place for dealing with cryptocurrencies. Consequently, money launderers, terrorist 
financiers, and other criminals are drawn to exploiting this weakness for their own benefit.  
 
A. FATF and the European Parliament  
 
In June 2019, the Financial Action Task Force (FATF), which sets international standards in the fight 
against money laundering, published new guidelines for virtual asset providers (VASPs). These include 
the owners of crypto exchanges. Like “tokens,” the term “virtual asset” describes a digital 
representation of a certain value which can be transferred, traded, or used for payment. 78  The 
providers of these virtual assets must do so in accordance with the FATF guidelines and collect 
extensive data in order to identify their customers. This data must be handed over to the authorities 
upon request. These new standards are considered highly controversial because they significantly 
restrict users’ privacy. However, the regulations only apply to tokens, which have thus far not been 
regulated and have similar characteristics to other regular currencies.79  
 
The guidelines were reviewed and revised in June 2020. The FATF revision report finds that both the 
public and private sectors have made progress in implementing the FATF standards and begun to either 
regulate or prohibit VASPs. Thirty-five out of 54 reporting jurisdictions had implemented the revised 
FATF Standards by July 2020. The FATF further concludes that the virtual asset sector required 
continued monitoring due to its “fast-moving and technologically dynamic” nature.80 A second 12-
moth review will be conducted by June 2021.81  
 
Since January 10, 2020, EU member states have been obliged to implement the 5th EU anti-money 
laundering directive (AMLD5). According to the directive, service providers that exchange virtual 
currencies for regular fiat currencies and wallet providers are subject to due diligence. Due diligence 
includes strict KYC protocols and requires registration with the local authorities. At the same time, 
service providers have to monitor all transactions and report suspicious ones. In addition, national 




Liechtenstein passed the so-called “Tokens and TT Service Providers Act (TVTG)” in October 2019. This 
blockchain act entered into effect on January 1, 2020. The law directly regulates blockchain-related 
services, making Liechtenstein a pioneer in blockchain regulation. With the TVTG, the Liechtenstein 
 
  
78 Government of Liechtenstein, Report and Application of the Government to the Parliament of the Principality of Liechtenstein 
Concerning the Creation of a Law on Tokens and TT Service Providers (Tokens and TT Service Provider Act; TVTG) and the Amendment 
of Other Laws, No. 54/2019, at 95.  
79  Anna Baydakova & Nikhilesh De, All Global Crypto Exchanges Must Now Share Customer Data, FATF Rules,  
https://www.coindesk.com/fatf-crypto-travel-rule (last visited November 20, 2019).  
80  FATF, 12 month review of revised FATF Standards —Virtual assets and VASPS (July 7, 2020), https://www.fatf-
gafi.org/publications/fatfrecommendations/documents/12-month-review-virtual-assets-vasps.html (last visited October 26, 2020).  
81  FATF, 12 month review of revised FATF Standards —Virtual assets and VASPS (July 7, 2020), https://www.fatf-
gafi.org/publications/fatfrecommendations/documents/12-month-review-virtual-assets-vasps.html (last visited October 26, 2020).  
82  Anna Baydakova & Nikhilesh De, All Global Crypto Exchanges Must Now Share Customer Data, FATF Rules,  
https://www.coindesk.com/fatf-crypto-travel-rule (last visited November 20, 2019).  
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government intends to resolve key legal questions relating to the token economy.83 In the TVTG, 
particular attention is paid to TT service providers (“TT” stands for “trustworthy technologies” and is 
an abstract term for blockchain technologies) 84  because they represent a middle ground for the 
policing of blockchain users. Similar to banks, these service providers have to implement KYC and AML 
measures. Thus, they are likely able to uncover money laundering schemes and criminal activities. 





In accordance with the AMLD5, Germany has been regulating crypto assets since January 1, 2020. 
While the directive mainly impacts fintech and industrial companies, it affects other businesses as well. 
Going forward, the safekeeping and trading of crypto assets will require a license from the German 
Federal Financial Supervisory Authority (BaFin).86 Similarly, TT service providers in Liechtenstein are 
required to register with the Financial Market Authority (FMA).87 One specific regulation within the 
cope of the AMLD5 has posed a particular challenge to companies: since January 1, 2020, service 
providers who offer the safekeeping of crypto assets have not been able to offer any other financial or 
banking services. Therefore, the businesses concerned had to establish subsidiaries. These require a 




83 Government of Liechtenstein, Report and Application of the Government to the Parliament of the Principality of Liechtenstein 
Concerning the Creation of a Law on Tokens and TT Service Providers (Tokens and TT Service Provider Act; TVTG) and the Amendment 
of Other Laws, No. 54/2019, at 6.  
84 Government of Liechtenstein, Report and Application of the Government to the Parliament of the Principality of Liechtenstein 
Concerning the Creation of a Law on Tokens and TT Service Providers (Tokens and TT Service Provider Act; TVTG) and the Amendment 
of Other Laws, No. 54/2019, at 6.  
85 Government of Liechtenstein, Report and Application of the Government to the Parliament of the Principality of Liechtenstein 
Concerning the Creation of a Law on Tokens and TT Service Providers (Tokens and TT Service Provider Act; TVTG) and the Amendment 
of Other Laws, No. 54/2019, at 116–172.  
86 Philipp Sandner & Benjamin Schaub, Deutschland reguliert Krypto-Assets ab dem 1. Januar 2020: Was sind die besten Strategien 
für Blockchain-Startups, FinTechs, Banken, Krypto-Börsen und auch Industrieunternehmen?, 
https://medium.com/@philippsandner/deutschland-reguliert-krypto-assets-ab-dem-1-2211dff8ed72 (last visited November 20, 
2019).  
87 Government of Liechtenstein, Report and Application of the Government to the Parliament of the Principality of Liechtenstein 
Concerning the Creation of a Law on Tokens and TT Service Providers (Tokens and TT Service Provider Act; TVTG) and the Amendment 
of Other Laws, No. 54/2019, at 85.  
88 Philipp Sandner & Benjamin Schaub, Deutschland reguliert Krypto-Assets ab dem 1. Januar 2020: Was sind die besten Strategien 
für Blockchain-Startups, FinTechs, Banken, Krypto-Börsen und auch Industrieunternehmen?, 
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D. United States 
 
Cryptocurrencies are subject to extensive regulation in the United States; although laws may differ on 
the state level, on the federal level, cryptocurrencies are legal. In many places, they are even accepted 
as a form of payment. Federal agencies, like the U.S. Internal Revenue Service, the Commodities 
Futures Trading Commission, and the Securities and Exchange Commission, oversee blockchain-
related companies. In their enforcement of regulations, these agencies frequently collaborate. 
Meanwhile, regulatory bodies have thus far paid little attention to blockchain technology and 
blockchain companies.89 To tackle the issue, the Federal Trade Commission has formed a blockchain 
working group aimed at preventing fraudulent and illegal activities with the use of blockchain 
technology. Not only does the group regulate and discuss various blockchain matters, it also educates 
the public on the blockchain. With regard to blockchain technology and crypto regulation, experts 
argue that the United States is a global pioneer.90 
 
E. Belarus  
 
Belarus is an interesting case in terms of regulation because it not only welcomes but actively 
encourages the use of blockchain and cryptocurrency. In Belarus, the so-called “Digital Economy 
Development Ordinance” has been regulating the Hi-Tech Park (HTP) since March 2018. The HTP is 
frequently referred to as the Belarusian Silicon Valley. According to the decree, the HTP is a special 
sector that should be taxed separately, and it subjects the blockchain and cryptocurrencies to a legal 
framework.91 Companies based in the HTP will be receiving a 100% tax break until 2023.92 Moreover, 
HTP companies are not restricted in the storing, issuing, or trading of tokens. In addition to the decree, 
a blockchain law aimed at preventing terrorism financing, money laundering, and other criminal 




With regard to international trade, many actors could benefit from the adoption of blockchain 
technology, and the technology has the potential to increase efficiency in trading processes.94 With 
the adoption of blockchain technology, exporters could save both time and money. During a shipping 
process, for instance, numerous actors—including sellers, buyers, banks, and authorities—are 
 
  
89  Darya Yafimava, Blockchain and the Law: Regulations Around the World, https://openledger.info/insights/blockchain-law-
regulations/ (last visited November 20, 2019). 
90  Darya Yafimava, Blockchain and the Law: Regulations Around the World, https://openledger.info/insights/blockchain-law-
regulations/ (last visited November 20, 2019). 
91 Belarus News, Digital Economy Development Ordinance, https://eng.belta.by/infographica/view/digital-economy-development-
ordinance-3071/ (last visited November 20, 2019).  
92 Iven DeHoon, Belarus: 0% Tax for Blockchain Companies, http://www.nomoretax.eu/belarus-zero-tax-for-blockchain-companies/ 
(last visited November 20, 2019).  
93  Ksenia Dobreva, Belarus Passes New Blockchain and Crypto Regulations: What it Means for Business and the World, 
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94 Emmanuelle Ganne, Can Blockchain Revolutionize International Trade? 17 (2018).  
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involved. All parties must share data and documents peer-to-peer. These isolated processes are time 
intensive.  
 
The handling of paper documents and making delivery via express couriers are both inefficient and 
expensive.95 The employment of blockchain technology could represent an alternative that reduces 
paperwork and meticulously documents the individual stops in a supply chain. Thus, blockchain 
technology could significantly increase transparency, and this in turn engenders trust among all the 
parties involved. 96  However, international trade can only benefit from the advantages of the 
blockchain when a policy environment is established.97 
 
With globalization, blockchain technology can only be established as a constant in international trade 
when it is universally employed. After all, it makes no sense for businesses to adopt blockchain 
technology if their international trading partners do not employ it as well. However, those who realize 
the potential of the blockchain could benefit from first-mover advantages and establish themselves as 
leaders in the industry. Due to the fact that many countries are (legally speaking) somewhat indifferent 
to blockchain technology, companies could be hesitant to enter the market, and rightfully so. Thus, it 
is necessary to establish international standards as soon as possible. Ultimately, the technology will 
not disappear. Instead, its significance and omnipresence are likely to increase even more. Outright 
bans on the technology do not usually make much sense, since private users, at least, find ways to 
circumvent them. At the same time, bans might motivate innovators, entrepreneurs, and developers 
to relocate to other jurisdictions, which will ultimately have a negative impact on economic growth.98 
 
When it comes to money laundering, terrorism financing, corruption, and other criminal activities 
conducted with the use of blockchain technology and cryptocurrencies, compliance officers and 
prosecutors must be aware of the ways that criminals exploit the blockchain and cryptocurrencies to 
commit criminal offenses. The previously outlined methods are intended to give compliance officials 
an idea of how creatively criminals circumvent the existing measures. Only when sufficient 
international legislation is in place will these risks be minimized. Although regulating the blockchain 
itself would be difficult, legislators in different jurisdictions could use the Liechtenstein TVTG and the 
Duty of Care Act as guiding principles for the implementation of their own blockchain acts. Other 





The blockchain is a distributed public ledger that facilitates peer-to-peer transactions without the 
interference of financial intermediaries. The most well-known application of blockchain technology is 
cryptocurrencies. However, it can be employed in many other areas as well, such as international 
 
  
95 SAP, Blockchain – International Trade, https://www.youtube.com/watch?v=-N_jAJyh8_E (last visited November 19, 2019).  
96 Emmanuelle Ganne, Can Blockchain Revolutionize International Trade? 39 (2018).  
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trade. Generally, the blockchain is inherently highly transparent and secure due to its underlying 
technology. However, with cryptocurrencies, this transparency reaches its limits. In fact, decentralized 
cryptocurrencies like Bitcoin are known to be highly anonymous. As a result, they create a number of 
compliance risks, including their potential use in money laundering, terrorism financing, corruption, 
etc. At the same time, most decentralized cryptocurrencies are rather volatile in value. Stablecoins, on 
the other hand, are less volatile, but their compliance risks are similar to those of other 
cryptocurrencies.  
 
Blockchain technology is omnipresent and unlikely to lose relevance in the future. On the contrary, the 
importance of blockchain technology for businesses and private market participants is likely to 
increase exponentially. Therefore, governments must begin to implement more adequate regulations. 
Ideally, an international standard should be set to serve as a guiding principle for all jurisdictions, 
especially since most businesses are currently unable to benefit from blockchain technology because 
of the lack of regulation. This uncertainty leads to legal gray areas, which businesses naturally avoid. 
The European Union, the FATF, and a number of individual states, such as Liechtenstein, have passed 
the first regulations on and guidelines for the usage of blockchain technology and cryptocurrencies. 
Although some aspects of these guidelines are considered controversial, they are necessary from a 
compliance perspective. Only when other jurisdictions follow their example will all actors be able to 
reap the benefits of the blockchain.  
 
